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1. Théong tin cac 16 hong bio mat

Stt

CVE

Mo ta

Link tham khao

CVE-2022-34713

- biém CVSS: 7.8 (Cao)

- L& hong trong Microsoft
Windows Support
Diagnostic Tool (MSDT)
cho phép ddi tuong tin
cong thuc thi ma tur xa.

- Anh hudng: Windows
7/8.1/10/11,  Windows
Server 2008/2012.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34713

CVE-2022-21980
CVE-2022-24477
CVE-2022-24516
CVE-2022-30134

- Piém CVSS: 8.0 (Cao)

- L& hong trong Microsoft
Exchange Server cho phép
d6i tuong tan cong thu
thap thong tin va thuc hién
leo thang dic quyén.

- Anh huéng: Microsoft
Exchange Server
2013/2016/20109.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21980
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24477
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24516
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30134

CVE-2022-35804

- Piém CVSS: 8.8 (Cao)
- L& hoéng trong SMB
Client and Server cho
phép ddi twong tin cong
chua xac thuc c6 thé thuc
thi ma tur xa.

- Anh hudng: Windows
11.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-35804

CVE-2022-34715

- DPiém CVSS:
(Nghiém trong)

- L6 héng trong Windows
Network File System cho
phép d6i tuong tin cong

9.8

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34715
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chua xac thuc c6 thé thuc
thi ma tir xa.
- Anh hudng: Windows
Server 2022.

- Piém CVSS: 7.5 (Cao)
- L& hong trong Microsoft
Outlook cho phép dbi
tuong tan cong thuc hién | https://msrc.microsoft.
tan cong tir chdi dich vu. | com/update-

- Anh huéng: Microsoft | guide/vulnerability/CV
Outlook 2012/2016, | E-2022-35742
Microsoft Office LTSC
2021/2019, Microsoft
365 Apps.

5 | CVE-2022-35742

2. Huéng din khic phuc

Bién phap t6t nhat dé khic phuc 1a cip nhat ban vé cho céac 16 hong bao
mat ndi trén theo hudng dan cia hing. Cac co quan, don vi tham khao cac ban
cap nhat phu hop cho cac san pham dang st dung tai link ngudn tham khao tai
muc 1 cua Phu luc nay.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Aug

https://www.zerodayinitiative.com/blog/2022/8/9/the-august-2022-

security-update-review



		Sở Thông tin và Truyền thông tỉnh Đắk Lắk - Phone: 02623860011 - fax: 02623860008 - Email: stttt@tttt.daklak.gov.vn


	2022-08-12T14:21:00+0700
	SỞ THÔNG TIN VÀ TRUYỀN THÔNG TỈNH ĐẮK LẮK
	Kèm theo văn bản số 1378/STTTT-CNTT của Sở Thông tin và Truyền thông




