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Théng tin vé cc 16 hong bao mat trong san phim Microsoft

(Kém theo Cong vin sé

ISTTTT-CNTT ngay 17/2022

ciia S¢ Théng tin va Truyén thong tinh Ddk Lak)

1. Théong tin cac 16 hong bio mat

Stt CVE Mo ta Link tham khao
- Piém CVSS: 7.8 (Cao)
- L& héng trong Windows
Client Server Run-Time , .
. <4 | https://msrc.microsoft.
Subsystem cho phep doi com/update-
1 | CVE-2022-22047 |tuwong tan cong thuc hién | . .
g A guide/vulnerability/CV
leo thang dédc quyén. E-2022-22047
- Anh huong: Windows
7/8.1/10/11.  Windows
Server 2008/2012,
- Piém CVSS: 8.8 (Cao)
- L5 hong trong Windows
Server Service cho phép
d6i tuong tin cong cai
chiing chi gia mao doc hai | https://msrc.microsoft.
lén may chi muc tiéu tir | com/update-
2| CVE-2022-30216 do co thé thuc hién cac | guide/vulnerability/CV
dang tan cong khac bao | E-2022-30216
gdbm tan cong chiém
quyén diéu khién.
- Anh hudng: Windows
10/11, Windows Server.
- biém CVSS: 8.1 (Cao)
- L3 hong trong trong
Windows Network File
System cho phep dOI https://msrc.microsoft.
tuong tin cong khong can com/update-
3 CVE-2022-22029 | x4c thuc c6 thé thuc thi . .
ma tir xa. guide/vulnerability/CV
- Anh hudéng: Windows B-2022-22029
Server
2008/2012/2016/2019/20
22,
- Piém CVSS: 7.5 (Cao)
- L& hong trong trong | https:/msrc.microsoft.
4 | CVE-2022-20039 | Windows Network  File | com/update-guide/en-

System cho phép dbi
tuong tan cong khong can
xac thuc co thé thuc thi

US/vulnerability/CVE-
2022-22039




ma tur xa.

- Anh hudéng: Windows
Server
2008/2012/2016/2019/20
22.

CVE-2022-22038

- Piém CVSS: 8.1 (Cao)

- L3 hong trong trong
Remote Procedure Call
Runtime cho phép dbi
tuong tin cong khong can
xac thuc co thé thuc thi
ma tir xa.

- Anh huong: Windows
8.1/10/11, Windows
Server 2012/2016/20109.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22038

CVE-2022-30206

- Diém CVSS: 7.8 (Cao)

- L& hong trong Windows
Print Spooler cho phép doi
tuong tan cong thuc hién
tin cong leo thang dic
quyén.

- Anh huéng: Windows
7/8.1/10, Windows Server
2008/2012/2019/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30206

CVE-2022-22022

-Piém CVSS: 7.1 (Cao)

- L& hong trong Windows
Print Spooler cho phép dbi
tuong tn cong thuc hi¢n
tin coéng leo thang dic
quyen.

- Anh huéng: Windows
7/8.1/10/11, Windows
Server
2008/2016/2019/2022.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-22022

CVE-2022-30226

-Piém CVSS: 7.1 (Cao)

- L& hong trong Windows
Print Spooler cho phép dbi
tuong tan cong thuc hién
tin cong leo thang dic
quyén.

- Anh huong: Windows
7/8.1/10/12, Windows
Server
2008/2012/2019/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30226




- Piém CVSS: 6.8 (Cao)
- L6 héng trong Windows
Print Spooler cho phép dbi
tuong tan cong thuc hién
9 | CVE-2022-22041 |tin cong leo thang dic
quyén.
- Anh huong: Windows
8.1/10, Windows Server
2012/2016/2019/2022.

2. Hwéng dan khic phuc

Bién phap t6t nhat dé khic phuc 1a cdp nhat ban vé cho céac 16 hong bao
mat ndi trén theo hudng dan cia hing. Cac co quan, don vi tham khao céc ban
cap nhat phi hop cho cac san pham dang st dung tai link nguon tham khao tai
muc 1 cta Phy luc nay.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Jul

https://www.zerodayinitiative.com/blog/2022/7/12/the-july-2022-

security-update-review

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-22041
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