_ UBNDTINHPAKLAK CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap — Tu do — Hanh phic

S6:949 /STTTT-CNTT Dk Lk, ngay 06 thang 6 nam 2022

VIV huéng dan khic phuc 16 hong bao mat
CVE-2022-30190 trong Microsoft Support
Diagnostic Tool

Kinh gui:
- C4c s6, ban, nganh va doan thé cua tinh;
- UBND céc huyén, thi x4, thanh phé;
- Trung tAm Giam sat, diéu hanh d6 thi théng minh.

Thuc hién Cong vin sé 786/CATTT-NCSC ngay 01/6/2022 cia Cuc An
toan théng tin - Bo Thong tin va Truyén théng vé viéc 16 hong bao mat CVE-
2022-30190 trong Microsoft Support Diagnostic Tool (Co van ban gui kem
theo); dong thoi, dé dam bao an toan thong tin cho céac hé théng théng tin cua co
quan, don vi trén dia ban tinh, So Thong tin va Truyén théng khuyén nghi cac
co quan, don vi trién khai mot s noi dung sau:

1. Thuc hién kiém tra, ra soat va xac dinh may st dung hé diéu hanh
Windows c6 kha nang bi anh huong; déng thoi, tham khao huéng dan khic
phuc tai Phu luc “Théng tin vé 16 hong bao mat CVE-2022-30190” gui kém
theo Cong van néu trén dé co6 phuong an xu ly, bién phap khic phuc thay thé
nham giam thiéu nguy co bi tan cong.

2. Tang cuodng cbng tac theo di, giam sat va sin sang cac phuong an xur
ly khi phat hién ¢ dau hiéu bi khai thac, tin cdng mang. Bén canh do, thuong
xuyén theo ddi kénh canh béo cua cac co quan chirc ning va cac to chic 16n vé
an toan thong tin dé phét hién kip thoi cac nguy co tan cong mang.

3. Trong trudng hop can dugc hd tro, cdc co quan, don vi lién hé voi
Trung tm Giam sat an toan khéng gian mang quéc gia (NCSC), qua dién thoai:
02432091616, thu dién tu: ais@mic.gov.vn.

Nhan dugc Cong vin nay, S& Thong tin va Truyén thong kinh dé nghi cac
co quan, don vi quan tdm trién khai thuc hién./.

Noi nhgn: GIAM BbOC
- Nhu trén;

- UBND tinh (b/c);

- Cuc An toan théng tin (b/c);
- Lanh dao Sé¢;

- Luu: VT, CNTT.

Trwong Hoai Anh
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