PHU LUC

S6: 1505/STTTT-CNTT
Thoi gian ky: 23/08/2023 08:46:36 +07:00

Théng tin vé cac 16 hél}g bao mit trong san phim Microsoft
(Keém theo Cong van so 1505 ISTTTT-CNTT ngay 2.}’ /812023
cua So Thong tin va Truyén thong tinh Pak Lak)

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- Biém: CVSS: 8.8 (Cao)
- M6 ta: 16 hong trong
Microsoft Exchange | https://msrc.microsoft.co
1 | cVE-2023-38181 Server cho phép doi tugng | m/update-

tan cong thuc hién tin
cong Spoofing.

- Anh huong: Exchange
Server 2016/2019.

guide/vulnerability/ CVE-
2023-38181

- Piém: CVSS: 9.8 (duoc
Microsoft danh gia 1a Cao)
- Mo ta: 10 hong trong
Microsoft Exchange

https://msrc.microsoft.co
m/update-

2 | CVE-2023-21709 S;erverAcho phép d(?{tu’()’t}g guide/vulnerability/CVE-
tan cong thuc hlgn‘tan 2023-21709
cong nang cao dac quyén.
- Anh hudng: Exchange
Server 2016/2019.
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35368
- Diém: CVSS: 8.0/8.8 | https://msrc.microsoft.co
(Cao) m/update-
CVE-2023-35368 |. Mp ta: 18 hong trong | guide/vulnerability/CVE-
3 CVE-2023-38185 | Microsoft Exchange | 2023-38185

CVE-2023-35388
CVE-2023-38182

Server cho phép dbi tuong
tan cong thuc thi ma tir xa.
- Anh huéng: Exchange
Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35388

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-38182




STT

CVE

Mo ta

Link tham khao

CVE-2023-35385
CVE-2023-36910
CVE-2023-36911

- Diém: CVSS: 9.8
(Nghiém trong)

- M6 ta: 16 hong trong
Microsoft Message
Queuing cho phép dbi
tugng tan cong thuc thi ma
tur xa.

- Anh huong: Windows
10/11, Windows Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35385

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36910

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36911

CVE-2023-29328
CVE-2023-29330

- Piém: CVSS: 8.8 (duoc
Microsoft danh gia la
Nghiém trong)

- Mo ta: 10 hong trong
Microsoft Teams cho phép
d6i twong tan cong thyc thi
ma tur xa.

- Anh huodng: Microsoft
Teams danh cho i0OS,
Mac, Android, Desktop

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29328

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29330

CVE-2023-36895

- Piém: CVSS: 7.8 (duoc
Microsoft danh gia la
Nghiém trong)

- Mo ta: 10 hong trong
Microsoft Outlook cho
phép ddi tuong tan cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
Office, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36895

CVE-2023-36896

- Biém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Excel cho phép
d6i twong tan cong thyc thi
ma tur xa.

- Anh hudng: Microsoft
Excel, Office, Office
LTSC, 365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36896




STT CVE Mo ta Link tham khao
- Biém: CVSS: 7.8 (Cao)
- M6 ta: 16 hong trong
Microsoft Office cho phép | https:/msrc.microsoft.co
8 CVE-2023-35371 doi tugng tan cong thuc thi | m/update-

ma tu xa.

- Anh hudng: Microsoft
Office, Office LTSC, 365
Apps.

guide/vulnerability/ CVE-
2023-35371

2. Hwéng din khic phuc

Bién phéap tot nhat dé khic phuc 1a cap nhat ban va cho céc 16 hong an

toan thong tin néi trén theo hudng dan cua hang. Quy don vi tham khao cac ban

cap nhat phu hop cho cac san pham dang st dung tai link ngudn tham khao tai

muc 1 ctaa Phu luc.

security-update-review

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/8/8/the-august-2023-
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